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ONPEAEJEHUS

B Hactosmem moxymente HCTONIE3YIOTCS  CHEAYIOIIHE TEPMHHBI M HX
OTIPEIIETIEHHUS.

ABTOMATH3HPOBAHHAS CHCTeMa — CHCTEMa, COCTOsIasg U3 IepcoHaia W
KOMIITIEKCa CPe/ICTB aBTOMATH3ALMH ero ACATEIEHOCTH, pealusyromas uH(popMa-
HHOHHYIO TEXHOJIOTHIO BBITOIHEHHS] YCTaHOBIIEHHBIX (PYHKIME.

AyTeHTHpUKANHS 0TI PABMTEJISt AAHHBIX — IIO/TBEPIKICHHE TOro, 4T0 O7T-
IIPABUTENb MOJYYEHHbIX TAHHbIX COOTBETCTBYET 3a4BIICHHOMY.

besonacnoctn HEPCOHANLHBIX [JAaHHBIX — COCTOSHHE 3alIHIIEHHOCTH
MIEPCOHANIBHBIX  aHHBIX, XdPAKTEPU3YEMOE  CIIOCOOHOCTHIO [I0JIb30BaTeNeH,
TCXHUYECKUX  CpPEACTB U HHQOPMAIHOHHEIX  TeXHOIOruH obecrieunTs
KOH(HIEHIIHAIEHOCTS, HEIOCTHOCTE M NOCTYIHOCTh HepPCOHANbHELX JAHHBIX TIpH
UX 00padorke B HH(OPMAITHOHHEIX CHCTeMax [I€PCOHANBHEIX JaHHEBIX.

buomerpuueckue IIepCoOHa/IbHBIE JaHHbIE — CBEIICHUs, KOTOpEIE

uH(pOpMaIHIo.

baokupopanne EPCOHAIBLHBIX [IAHHBIX — BpEMeHHOE IpeKpalieHue
00paboTKU MepcoHambHEX AaHHBIX (32 HUCKIIOYEeHHeM ClIy4aes, eciu obpaborka
HE0OXOouMa 1115t yTouHenns [ICPCOHALHBIX TaHHEIX).

Bupyc (KomMNIbIOTEpHBII, OPOTrpaMMHBIN) — UCIIONHIEMEI IIPOTPaMMHEIH
KO HIIA MHTEepNpeTUpyeMEIii Habop MHCTPyKIHiA, obnajarommit ceoifcTRamy He-
CaHKIIHOHUPOBAHHOTO PACIIPOCTPAHEHHS. U CaMOBOCTIPOH3BE IeHS. Coznannsre
HyOIIUKaTE! KOMIIBIOTEPHOTO BHpyca He Bcerma COBIIA/IAIOT C OPUTHHAIIOM, HO CO-
XPaHAIOT CIOCOOHOCTE K AaNbHEHIIEMY PaCIIPOCTPAHEHHIO 1 CAMOBOCIIPOH3BE IE-
HUTO.

Bpenonocnas MporpaMma — rporpaMma, mpeaHasHAYeHHAS JUISL OCYIIIECTB-
JICHHST HECAaHKIIMOHUPOBAHHOI'O AOCTyNa U (MIIH) BO3NEHCTRHS Ha NEPCOHATBHEIE
AAHHBIC UM PeCYpChl HHYOPMAIHOHHOK CHCTCMBI IEPCOHANTEHEIX TAHHBIX.

Benomorarensubre Texnuyeckne CPEACTBA M CHCTeMBI — TeXHHYECKHe
CPE/ICTBA M CHCTEMEI, He NMpeqHa3HAYCHHEIE AJLL llepefavu, odpaboTKu U XpaHeHus
IEPCOHANBHEIX [aHHBIX, yCTaHABIMBAEMELE COBMECTHO € TEXHHYECKUMH CPENCT-
BaMi M CHCTEMaMH, NpeHA3HAYECHHBIME i 00paboTKU MepcoHATBHBIX JAHHBIX
UM B IOMEWIEHISX, B KOTOPHIX YCTAHOBIICHE] MH(OPMAIIMOHHBIE CHCTEMBI iepco-
HaTbHBIX TaHHBIX.

Hoctyn B ONEepauMOHHYI0 cpeny KomnbioTepa (MHpopmManHoHHOI
CHCTEMBI IepPCOHANbHBIX AAHHBIX) — IIONYYeHHE BO3MOKHOCTH 3allycka Ha
BBITIOJIHCHUE  IITATHBIX KOMaHI, yHKIM, IIPOLCYD ONEpalioOHHON CHCTeME]
(YHHYTOKeHns, KOIIMPOBAaHWs, NepeMelleHus u T.IL), HCIOMHIEMBIX daiinon
[IPUKTIA/THBIX IPOrpaMM.

Hocryn k undopmanun — BOSMOXHOCTE IOJly9eH s HH(pOPMAIHK ¥ ee Hc-
TI0JIb30BaHHSL.



Hpentudnkanus — TIPUCBOCHHE CYOBEKTaM M 0GBeKTaM JOCTYIIa HIEHTH-
¢ukartopa u (W)  cpaBHerue TMPCABARIIEMOTO  MeHTHUKaTOpa ¢ IIepedHeM

HEHHsl, 00paboTkw, TIPEOCTABIICHHS],  PACTIPOCTpAHE TS MHGOPMAIM U crocoBi
OCYINECTBIICHUS TaKUX MPOLIECCOB K METOJT0B.
Hudopmannonnas CHCTeMAa NepCOHANLHBIX AaHHLIX (MCITam) -

CPE/ICTB.
Hcnonbsopanne MEPCOHANBHBIX MAaHHBIX — JeHCTRUS (omepaumu) ¢
[I€PCOHANLHBIMY  JAHHBIMH, COBEPIIAeMBIC OmEpPaTopoM B Ireisix TIPUHATHA

YTPO3EI Ge30macHocTy HH(pOpMaITHy.
Konrtpoaupyemas 30na — TPOCTPAaHCTBO (TeppuTopus, 3nanue, gacts, 3MaHusl,

TIHL, & TAIOKE TPAHCTIOPTHEIX, TeXHHYECKUX 1 MHBIX MaTePHATbHBIX CPELICTB,

Konpupenunansnoers EPCOHANBHBIX [AHHBIX — ofsm3aTeEHOC JUTst
CoOMmone st OLICPATOPOM MITH HMHBIM TIOJyYMBIIIIM AOCTYI K NIEPCOHATLHBIM JAaHHEIM
JMLIOM TpebOBaHWEe He AOmycKaTh mx PaclipocTpaHeHue 6e3 coracusg cyObekTa
TI€PCOHAILHEIX NAHHBIX HITH HATHYHS HHOTO 38KOHHOT'O OCHOBAHH.

Mesxcerepoii 3KPaH — JIOKATLHOE (OLIHOKOMHOHE:HTHOG) WITH QYHKIMOHATLHO-
paclipenienentoe  mporpammuoe (nporpammo-armapamoe) CPE/ICTBO  (KOMILIEKC),
Peamsyrolee KOHTpoIs 34 HH(pOpMarIHeis, IIOCTYyIIaroINEH B HH(OPMAIMOHHY 0 CHCTEMY
[ICPCOHATBHBIX JTAHHEBIX U (M) BeIXOmSIIIEE B3 HH(QOPMAIMOHHOMN CHCTEMEL.

Hapymurens 6ezonacuocry TE€PCOHANBHBIX AAHHBIX — (u3HmgecKoe JIHLIO,
CIy4aiiHO MH TIPENHAMEPEHHO COBEpIIAOIIee ACUCTBUS, CIIeNCTRHEM KOTODEIX SRISIETCS



HapyIIeHne 6e30MaCHOCTH MEePCOHATBHBIX NAHHEIX Opu uX 00paboTKe TeXHMYECKUMM
CPEACTBaMHU B HHDOPMAIMOHHBIX CHCTEMAX [IePCOHAIIBHBIX TAHHEIX.,
Heasromarusuposannas 00paloTka NEPCOHMANBLHBIX QAHHBIX —
00paboTka nepcoHa bHbIX AAHHBIX, CONEPIKAIMXCSH B HH(DOPMALHOHHON CHCTeMe
[ICPCOHANBHBIX NAHHBIX JMOO W3BJICYSHHEIX M3 TaKOW CHCTEMBI, CUUTAETCS
OCYIECTBIIEHHOH Oe3 UCIIOJIb30BaHUS CPEJIICTB aBTOMATH3ALNH
(HeaBTOMamsnpOBaHHoﬁ), CCJIH TaKue NEHCTBUSA C IePCOHATLHBIMU JIaHHBIMH, KaK
HCIIONIb30BaHUE, YTOYHCHHE, PACIIPOCTPAaHEHNE, YHUYTOXEHHE MepPCOHATBHDIX
AQHHBIX B OTHOLUCHWHM KaXIOTO 3 CYOBEKTOB  IepCOHANBHEIX IaHHEBIX,
OCYIICCTBIIAIOTCS IPU HEIIOCPEICTBEHHOM YYaCTHH YeJIoBeKa.
Henexnapuposanupre BOSMOKHOCTH — (YHKIHOHABHEIE BO3MOYKHOCTH

OIHCAHHBIM B NOKYMEHTALMH, TIPH HCTIONE30BAMIE KOTOPBIX BO3MOJKHO HapyIEeHHEe
KOH(UIEHIMATEHOCTH, AOCTYIIHOCTH WM  LIEOCTHOCTH obpabarbiBaemoif  uH-
(opmarnum.

AOCTYIl K MHMOPMALMU WA JeHCTBHS c MH(OpMAIHel, HapyImaomme IIpaBIIa pas-
TPaHUICHUA [IOCTYIIAa C  HCIOJB30BAHMEM IITAaTHBIX CPEIICTB, IPENOCTABIIIEMBIX
MH(OPMAIIHOHHEIMHI CHCTeMAMKT [IEPCOHANIBHEIX JJaHHKIX.

Hocurenan HHpopManuu — dusHyeckoe JIHIIO MM MaTepHaIbHBIA 0OBEKT, B
TOM HYHCITe (QH3HYECKOE 0N, B KOTOPOM MH(OPMAIHST HAXOMUT CBOE OTpaKEHHE B BHIC
CHMBOIIOB, 00Pa30B, CUTHAIIOB, TEXHUYECKIX PCLICHHH ¥ TIPOIIECCOB, KOMMIECTBEHHBIX
XapaKTEPUCTUK QUHMYECKHUX BETHYMH.

AGHHBIMH, BKIMOYas cGop, 3ammc, CHCTeMAaTU3ANUIO, HaKOIIeHH e, XpaHeHwue,
YTOuHeHHe (0OHOBIEHMHe, M3MEHEHHE), H3BIEUYcHHE, HCIIONB30BaHKE, Iepeady
(pacipocrpanente, IpefiocTaBIeHue, nocTym), obesnnuuBanme, Omokxuposanue,
YHAIICHHE, YHUYTOXEHUE [IEPCOHAIBHBIX NAHHELX.

Obmenocrynnpre IEPCOHANBHBIC NaHHbIE — IIEPCOHANBHEIE JaHHBIE,
AOCTYIl HEOTPAaHUYEHHOTO Kpyra mmi K KOTOPBIM TIPENOCTaBIEH C COITACHS
CyOBEKTa MepcOHANBHEIX maHmHEIX HWIH Ha KOTOPEIE B COOTBETCTBHHU
denepambHEIME  3akoHAME e pacipoctpansercs  TpeGosanue cobroieHus
KOH(H/IeHIIMATBHOCTH,

Oneparop (mepconanbupix AaHHBIX) —  TOCYHAPCTBEHHBIH opras,
MYHULHIANBHBIA OPraH, FOPHINYECKOe MM dusmgeckoe uo, CaMOCTOSITENIEHO



HCPCOHANBHBIX TaHHBIX, COCTAR MePCOHANTBHELX AAHHBIX, IOIeXaIuX obpaboTke,
ASHCTBUA (Omepalm), COBEPIIAEMEIE C IIEPCOHATBHBIME MAHHEIMIY,

Texnuueckue CPeICTBA MH(OPMANMOHHONH CHETEMBI IepPCOHATBHBIX
AAHHBIX — CPEJCTBA BEIMHUCIUTELHOMN TEXHHUKH, HH()OPMAIMOHHO-BEIUHCITHTE T e

IMepexpar (ﬂqupmauml) — HCIIpaBOMepHOe Nonryuenme HHOOpMAaIHK ¢
HCIIONBb30BAHUEM TEXHHYECKOTO CPEICTBa, oCyIIeCTBIIONEro oOHapykeHwHe,
IIpHeM 1 06pabotky HH(OPMATUBHEIX CHIHATOR,

Hepconanbupie mannpre — mobas uHpopMarus, OTHOCAIIAACS K IIPSMO
HIIM  KOCBEHHO ONpEeNeNIEHHOMY  miin OpeNeieMoMy  husmyeckomy JIALLY
(cybBeKTy mepconansupr JNaHHBIX);

IHo6ounmre JIEKTPOMArHHTHBIE  M3ilyyemus g HAaBOJKH  —
SNICKTPOMAarHHTHBIE H3NIyYeHMs TCXHHIECKUX CPENCTB 06paboTKi 3alIHIIae MO
MH(OpMaIy, BOSHHUKAaIOIME  Kak  moGoymoe JABIICHHE U  BRI3BAHHEIE
SJICKTPUIECKUMH CHIHATAMH, ACUCTBYIOIUMY B X SJNICKTPUYECKHX U MATHHTHBIX
HeTIAX, a TaKKe dIeKTpOMAarHHTHLe HABOIKH 3THX CHIHAJIOB Ha TOKOIIPOBOISLI[HE
JTHHAH, KOHCTPYKIIHH | eI THTaHus.

Ioaurnka  «umerore CTOJIa»  —  KOMIIIeKC OpraHH3alHOHHbIX
MEPOTIPHATHH, KOHTPOMHpYyIONTIX OTCYTCTBHE 3alMCBIBAHUI Ha OyMaXkHbIe
HOCHUTEIH KITIouell u aTpubyTOB IOCTYIA (maponeif) u XPpaHeHHsS WX BOIU3H
00BeKTOR MOCTyIA.

ons3oBarenn HH(pOPMALHOHHOH cHeTeMby IePCOHANILHBIX JaHHBIX —
JIMIO,  y4YacTByromiee B OYHKIHOHUpOBaHmy MHQOPMALHOHHON  cHCTeME
IICPCOHANIBHBIX TAHHBIX WK HCTIONIB3YIOIIEE PE3YIIETATE] ee OYHKIHOHMpPOBaHS.

IIpasuna PasrpanMyenus gocryna — COBOKYIIHOCTB IPaBWJI, periaMenTH-

Iporpammuas 3aknana — KO porpammsl, mpeanamepenmo BHECEHHEIH B
TIPOTPaMMy € HEeNTBI0 OCYIIeCTRHTE YTCIKY, H3MEHUTE, GIIOKHPOBATS, YHHUYTOXHTE
HH(OPMaLHIO 1Ty YHUYTONHUTE U MOAUDUIIHPOBATE [IporpaMmmuoe obecreuenye
MH(OOPMALHOHHOMN cHeTeMES [ICPCOHANIBHEIX NaHHBIX U (mm) Gnokuposars amma-
PaTHEIE CpencTRa,

IIporpammuoe (HpOFpaMMHO-MaTEMaTHlIECKOB) BO3/lelicTBHE — —
HECaHKIMOHMPOBAHHOE  BO3MeiicTRHe Ha  pecypcsl ABTOMAaTHU3HPOBAHHOM
HH()OPMALHTOHHO} CHCTCMBI, OCYLIEeCTBISEMOE ¢ HCIIOIB30BaHUEM BPEIOHOCHEIX
IpOrpamm.

PackpeiTne NEPCOHANBLHBIX JAHHBIX — YMBIITIEHHOE MU CIygaiiHoe
HapyIieHue KoHDUIeHIHATEHOCTH IIEPCOHAJIEHBIX JaHHEIX.




Pacnpocrpanenne NE€PCOHANILHBIX AAHHBIX — ACUCTBHS, HallpaBleHHbIE
Ha PaCKphITHE NEePCOHANBHEBIX NaHHLIX HEOIpeneneHHOMy Kpyry il

Pecype HH(pOPMALHOHHOI cHeTeMEBT — HMEHOBaHHEIH dJIeMEHT CHUCTEMHOTO,
MIPUKIIATHOTO WUITH almapaTHoro obecrieyenus byHKUHOHEpPOBAHMS
MH(OPMALIMOHHOM CHCTeMb]

Cnenuanburie KATerOpHH MepCOHANLHBIX MaHHLIX — IIepCOHaJLHEIE
AGHHBIC, KaCaroIIMECs pacoBoH, HaIlHOHATEHOH HPHHAMUIEKHOCTH, MOMUTHYECKHX
B3MISIIOB, PENUTHO3HBIX WY dunocopekux yOexneHuH, cocTosHus 3I00POBBS U
HMHTUMHOH XH3HU CyOBhekTa TIEPCOHATIBHBIX TaHHBIX.

Cpencraa BBITHCIHTEIbHON TeXHHKH — COBOKYITHOCTB IIPOTPaMMHEIX 1 Tex-
HHYCCKHX 3JIEMEHTOB cHcTeMm 00paboTKy  maHHEIX, CITOCOOHEIX (yBKIIOHUpPOBATE
CaMOCTOATENEHO UITH B COCTaBe APYTHX CHCTeM,

CyObekr AocTyna (cy0bexT) — o wiy Tponece, neicTsrst koroporo per-
JTaMEHTHDYIOTCS TIpaBHIaMu PasrpanuveHns nocryma.

Tpancrpannunas fl€pefava  mepcomanbuebIx gammerx nepemgaya
[ICPCOHANBHBIX  NaHHBIX ONEPATOPOM  yepes locynapcreennyro TPaHHILy
Poccuiickoii Denepanuu OPTaHy  BNacTd  HHOCTpamHOIO rocynapcTaa,
dusnyeckomy umy fOPUMIECKOMY Iy HHOCTpaHHOTO rocynapcraa.

Yrpossl 6e3onacuocry NePCOHANILHBIX AAHHBIX — COBOKYITHOCTE YCIIOBHIL 1
(haxTopos, cosnaromx OTMACHOCTE HECAHKIIMOHHPOBAHHOIO, B To TUCTIe CITydaifHoro,
HOCTYIA K [IEPCOHATBHEIM TaHHEIM, PE3YIBETaTOM KOTOPOro Mosker crats YHHUYTOKEHHe,
H3MCHEHHe, GII0KHpoBaHe, KOIHMpoBanue, pacipocrpanense TICPCOHAIBHBIX JIAHHEIX, 4
TAIOKS MHBIX HeCaHKIMOHMPOBAHHEX ACHCTBMIN NpM X 06paboTke B HH(OPMAIHOHHO}
CHCTEME ICPCOHABHBIX AHHE]X.



OBO3HAYEHUS 1 COKPAUIEHMUS

ABC - AHTUBHUPYCHBIE CPeNCTBRA
APM — aBTOMaTH3MPOBAHHOE pabodee MecTo
BTCC - BCIIOMOTaTe/IbHBIE TeXHUYeCcK e CPEIICTBA H CHCTEME]
HCTITH — mropmarmonmas CHCTeMa IIePCOHATBHEIX JIAHHEIX
K3 - KOHTpOIMpyeMast 3053
JIBC — nokasnsHasg BBIUUCITUTENBHAS CETh
MD — mesxcereroii 9KpaH
HCI -~ HECaHKIMOHUPOBAHHLLH JOCTYTI
OC — oneparmonmas CHCTeMa

— IIEPCOHAIIBHEIE JaHHBIE
ITMB — TpOrpaMMHO-MaTeMaTHIeCKkoe BO3/IeHCTBIE
1O — nporpammuoe obecrieuenme
IISMIH — o6 orpe SJICKTPOMArHUTHBIE M3ITyYeH s 1 HABOJIKH
CA3 - cucrema AHaIN3a 3alHIEeHHOCTY
C3U - cpenctra 3amurar HHbOpMarmy

C3I1 0 — cucrema (HOHCHCTeMa) SAIUTBL IEPCOHANBHBIX TAHHEIX

COB - cucrema 00HapyKeHus BTOP)KEHUH
TKY U - rexnmeckye KaHaJIbI yTeukn HHbOpMar
YBIT]Ta — YTPO3bl Oe30macHocTy [IEPCOHATIBHBIX TAHHEIX



BBEJIEHWUE
Hacrosmas  IMonuruky HHOPMaUOHHOH Oe3omacHocTH (mamee —
ITonutuka) B Ynpasneauu KyJIBTYpBI Toposa POCTOBa—Ha—I[OHy (namee mo TEKCTY
— Ynpagsienue KYIBTYPOH), ABIseTCs OQHUIHATEHEIM AOKYMEHTOM.
[omuruka paspabotama B  cooTBeTcTBHK C HeIsIMH, 3aJadamMu g

OCHOBAaHUH;
TpeboBanmit  x 3alllUTe  [IepPCOHAIBHEIX AHHBIX TIpU  ux obpaborke B
HH(OPMalHOHHbIX CHCTEeMaX  mepcoHanbHEIX AAHHBIX,  YTBEPXKIEHHBIX
IocranoBnenuem lpagurenscrsa PO ot 01.11.2012 r. Ne 1119;

CHCTeMax IEPCOHAILHBIX AaHHBIX»;

Tunoreix TpeGopanu 0 oprausanmum u obecmedenmro DyHKIHOHUPOBAHTIS
MH(GPOBATBHEIX (KpHHTorpaqmqecmx) CPCICTB, NpelHasHaYeHHEBIX s 3AIIHATEI
HHOpMaIum, He CONCpXKalleli cBemenuis, COCTaBIISFOLITIX FOCYTapCTBeHHyTO
TalHHy B  ciygae p3 UCIIONb30BaHus g odecneyenuy 6esomacrocTH
[IEPCOHANBHBIX magHEIX IIpH HX o00paboTke 3 HHPOPMAaITHOHHEIX CUCTEeMax
CPCOHANLHBIX aHHEIX, YTBEPIKIEHHBIX PYKOBOMCTBOM & Llentpa ®CB Poceuy
21.02.2008 r. No 149/6/6-662.

OTBETCTBEHHOCTH IIepCoHaa, CTPYKTYpa ¥ Heob6XOmHMEIi YPOBEHE
3aIlUIEHHOCTH, CTaTyC M JOIKHOCTHLe o0s3aHHOCTH COTPYIHHKOBR,
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1.06mue nonoskenus

OOBEKTOB 3aIUThI Ynpasnenus KYIbTYpOH OT BCEX BHIOB YI'PO3, BHEITHUX M
BHYTPEHHMX, YMBIIUICHHBIX W HETIPE/ITHAMEPEHHBIX, MUHMMU3AIHS yiepba or
BOSMOXHOH peanusaliy yrpos 6e300acuocrs [T (YBII/IR).

besomnacrocts mepconampanx AGHHBIX JIOCTHIA€TCH IIYTEM HCKIIOYeHHS
HECAHKIHOHMPOBAHHOIO, B TOM YHcjle CIIy4allHOro, JOCTyma K [I€PCOHATBHBIM
AAHHBIM,  DE3yNBTATOM KOTOPOIO MOsKer CTaTh YHUYTOXEHHE, H3MCHEHHe,
Onoxuposanue, KOIIMpoBaHue, pacnpocTpanenue IIEPCOHANIBHBIX TaHHBIX, a TAKKe
MHBIX HECAHKIIHOHUPOBAHHEIX MeHCTRHIL.

Mudbopmanus u cesannse C HEH PeCYpChl NOIDKHBEI GBITE NOCTYIHEI IS
ABTOPH30BAHHBIX  IOB30BaTeNeH. HomwkHo ocymmecTBasTECY CBOEBPEMEHHOE
OOHapyxeHme n pearuposanue na VBIT/x.

HomxHO  ocymecTBsTECS PEOTBpAIIEHHe  NpefHAMEPEHHBIX W
CITyYalHBIX, YaCTHYHBIX MK HOJIHBIX HECAHKIHOHUPOBAHHEIX MOIUDUKAIHH WK
YHHYTOXEHUS JaHHEIX.

CocraB  06BekToR 3alllUTBl IIPENCTaBIIEH R «Ilepeyne mepcomampmx
AGHHBIX, IIOMIEKAIIHUX 3aII[HTe),

Cocran HCTITx TOANEXAIKX 3aIuTe, Ipencrasnen B «[lepeune HCITTny.
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2.000acTs geiicTBus
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3.Cucrema 3amurel NepPCOHANBHBIX JaHHBIX

Cucrema  3amurer NEPCOHANBHBIX  JTAHHBIX (C3M1On), ctpowmtcs wHa
OCHOBaHMWH:
Hrorosoro oruera 06 oOcrnenoBanun NCTTg;
Ordeta o pesymbraTax IIPOBENIEHUST BHyTpeHHel IIpOBepKH 3amutsl ITJ[H Ha
OyMaXkHEIX HOCHTeIsIX.
Hepeuns nepconanpupx AQHHbIX, [TO/IIEXKAIAX 3aIIHTE;
AKTa Knaccupukamy HH(OPMALHOHHOMN CHCTEME] [IEPCOHANTBHEIX TAHHKIX;
Monenu yrpos 6esonacuocry [I®PCOHANBHbIX JaHHEIX;
Marpuier gocryma TIOJIB30BaTeNeH K 3alMIaeMeim HH()OPMAIHOHHLIM pecypcam
HCII/1x;
PyxoBomsimx AokymenToB ®CTIK Poccun u OCE Poccun.

Ha ocroBammm stix AOKYMEHTOB oOIpenesercs HEOOXOMUMELH ypoBeHs
saluimensoctd I1/In kaxmoit UCITIH Vupasenus KynbTypor. Ha ocHoBanmu

ACTACTCA 3aKIII0YCHIE 0 HEOOXOTHMOCTH HCIOIE30BaHUS TEXHUYECKIX CPEICTB U
OpPraHU3al[HOHHBIX MEPONpUATHH 118 obecnevenus Oe3omacHoCTH IT/Im.
Bri6pannnie HEOOXOIHMBIe MEPOIIPHATHS OTpaxkaroTes B [Iane MEPOIPUATHIA 11O
o0ecneyenuro sammry I1/Tn.

s UCTI/TH gomxen 65rrs COCTABJICH CITHCOK MCIOJB3yeMbIX TEXHUYECKHUX
CPCACTB 3aIUTEI (jamee - Crucox), a rtak e IIpOrpaMMHOro obecrieueHuy
YHacTByroImero B 06paborke IT/Tn, Ha Beex smemenTax NCTIx:

APM TIOJIb30BaTee};

Cepgepa IPHAJIOKEHUI;

CYBJ;

["panuna JIBC;

Kananos nepemaun s CeTH O00INero moms3oBanus u (mmm) MEXTYHaPOIHOTO
00MeHa, eciTi 110 Him nepenarorest IT]]x.

B 3aBucumocTy OT YPOBHS 3alHIEHHOCTH UCITIH u aKTYaJbHEIX yTpo3,
C3ITOu moxer BKITFOYATh CIEAVIOMHe TeXHHYECKHE CPeCTRA:

CPEICTBa MeKCceTeBOro SKPaHUPOBAHKS;
CPEACTBA KpUNITOrpadudeckol sarmurey uH(bOpMalyy, mpu [iepeayve 3anumiaeMoii
MH(OPMAIINHU 110 KaHAaM CBA3H.

Taxxe B cmmcox AOJDKHBIL  OBITH  BKJIFOYEHE] byrKIHH 3allUTE],
obecreuynBaempre WTaTHBIMH  CpencTBAMH obpabotkn I1/Iu OIlePalluOHHBIMH
cucreMamu  (OC),  npukmagmemv IO wu  crenmamsasmMy KOMIIJIeKcamy,
PCAIH3YIOIMMH CPe/ICTBA 3a1THTEL Crircox dyskmuii 3ammrss MOXKET BKIIIOYATE:
YIPaBICHUE U pa3rpaHHYeH e AOCTYTIa NOJb30BaTENei;

PETHCTPALHIO U yYueT nelcTRui ¢ HH(pOpMaIyeit;
00ecreuHBaTh LenoCTHOCTE JaHHEIX;
IIPOH3BOAHUTE OOHAPYKeHHit BTOPXKEHUMN.
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Crncox HUCTIONE3yeMBIX TeXHWUYECKHX CPEACTB oTpaxaercs B «Lrage
MEPOIIPUATHH 1o obecmeyenuso SallUTBl EPCOHANBHBIX MAHHBIX), Crmicox
HCIOIB3YEMBIX CPENCTB MOIKeH HONNCPIKUBATECS B aKTyabHOM cocTosHum. [Tpu
M3MCHEHHH COCTaBa TEXHUYECKUX CPEACTB 3alUTBl WM SJeMeHTOR HCIT/In,
COOTBETCTBYIOIIME H3MEHEHHUS JOHKHE] OBITE BHECEHBI B Cricok 1 YTBEPIK IeHEI
bYKoBomuTeneM Vmpasienus KyIbTypol wnu  mmrom, OTBETCTBEHHBIM 34
obecnievenue 3amuTe I]Tx.
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4.TpeGoBanus k mogcucreman C3ITn

C3I11du Bxmouaer p cebs crnenyromue IOJCHCTEMEL:
YIPaBICHHUS JOCTyTIOM, PerucTpaium u yyera;
obecreueHns nenocTHoCTH U IOCTYIIHOCTH;
AHTUBUPYCHOMH 3aIIUTEL;

MEXCEeTEBOro 9KPaHUPOBAHUS;

dHaln3a 3alUIeHHOCTH;

oOHapy keHus BTOPKEHHI;

KpHITOrpadudeckoit sampre;.

CHCTEMBI MEPCOHANBHBIX AHHBIXY, Crucok coorsercrrig yHKIHE TonCcHCTEM
C3ITs  knaccy SaIUIIEHHOCTH IIpeNcTaBied B TCXHHYECKOM 3a1aHuu mo
CO3MAHHIO  CHCTeMBI  3amqurey HHPOpMarmy HHQOPMAaIHOHHOH CHCTEMBI

IICPCOHATBHBIX MTaHHBIX,
Hoxcucremsr YIPABIEHHUS I0CTymOM, DETHCTPAlK U yyeTa
[Moxcucrema YUPAaBIEHUS TOCTyIIOM, PETHCTpanyu u yyerg IIpeHa3HaueHa

HACHTUDUKaIHH TCPMUHAIIOB, Y3108 ceTw, KaHallOB CBsA3M, BHemmux YCTpOHCTB
10 JTIOTHYeCKUM HMeHaM;

UIEHTUGUKan IIporpamm, Tomos, Karajoros, ¢aiinos, 3aITicel, rmoneit 3ammcei;
0 HMEeHaM;

PETHCTpanuu momnsrrox AOCTyIla IporpamMMHBIX CPeaCTB (Iporpamm, IPOIIECCOB,
3anad, 3aaHuii) K 3AIUIIAEeMBIM (aiinam;

PCTUCTpaumu nmomsITok AOCTyIIa IporpaMmMHbIx CPCACTB K TepMuHamaM, kamaman
CBSI3H, IpOrpaMmam, TOMaM, KaTajoram, datimam, 3alIACAM, II0JIIM 3aITHCel.

KOHTpomo.  Hampumep, [IPEUMEHEHUE enuHEIX XPaHUIHMI YYCTHEIX 3amumceft
II0JIb30Baremel H  perucrpanuonnoii HHpOopMaImy, HCIIOIb30BaHHe
buoMeTpudeckEx 1 TEXHHYIECKUX (C TmOMOmIpIo SAEKTPOHHEIX IpOTTyckoB) Mmep
ayTeHTH(HKAIHY 1 IPYTHX.




15

allliapaTHeIx cpencrs UCII Iy Ynpasierus KYIBTYPOH, & TaK e cpeJicTn 3aIlHTEI,
TpH CITy4alHOM MM HaMeperHo MOJTH(DHKAIIH,

[oncucrema PeATHU3yeTCS ¢ moMomikio OPTaHu3allii  pe3epBHOIO
KOTlnpoBanus o6pabareisaemerx M@HHBIX, a TaK ke PE3€pPBHPOBAHNEM KITFOYEBEIX
snemenTos MCIT/TH.

Ilonicucrema antusy CHOM 3aITTUTEI

[oncucrema AHTHBUPYCHOH 3aII[HThI IpelHasHadena g obecrmevenys
AHTUBHPYCHOH 3aIuTh CepBepoB 1 APM mnonszosareneii UCTIIH Vipasnenms
KYJIBTYpOIA.

Cpencraa AHTHBHPYCHOH  3allUTE MPCAHA3HAYEHEl IS peanusaruu
CHenyrommx GhyHKIMT:

PCSHIICHTHBIN aHTHBHPYCHEII MOHHTOPHHT;

AHTUBHUPYCHO® CKaHHpOBaHHe,

CKPUINIT-ONOKKpOBanHe;

LIeHTpaJIH3OBaHH}/IO/y,H8.JIeHHyIO YCTaHOBKY/NeuHCTALIS 1O AHTHBHPYCHOTO
TIPONYKTa,  HacTpoiiky, 4IMHHHCTPUPOBaHHe, IIPOCMOTP  oT4yeToB y
CTATUCTHYECKOH HHBOpMaIIH 1o pabote npoxyxra;

4BTOMAaTH3MPOBAHHOE OGHOBIIEHE 4HTHBUPYCHEIX Ha3;

IMoncucrema MEXCETEBOI0 SKPaHu OBaHUY
Iogcucrema MEXCETERBOro SKPaHUPOBAHHU NIpeHasHavYeHa s peanuzanun

CICNYIOMUX (hyHKIHiL:

OCTaHOBa;
KOHTPOJIs nenoctHOCTH cROC) IIPOrPaMMHOI K HHOOpManHOHHO} YJacTH;
DHIBTpauy makeros CITy KeOHBIX TIPOTOKOJIOB, CIIyKammx s AUATHOCTHKH W
YIpaBIIeHus paboToii ceTeBLrxk YCTPOHCTB;

$bunbTpamuu ¢ YAETOM BXOLHOTO ¥ BEIXOIHOrO CCTEBOTO HHTepdelica kak
CPEICTBO NPOBEPKH MO MIHHHOCTH CETEBBIX aIPeCoB;

PerucTpanuu u yyera 3allpaliuBaeMBIX CEpBHCOR IIPHKJIaZIHOTO ypoBHS;




KOHTPOJIS 32 CETEBOM aKTHBHOCTLIO NPHIIOKCHUE 1 O0HAPYXEHHS CETEBLIX ATAK.
[Toncucrema peamusyercs  BHempenumem [IpOrpaMMHO-aNIapaTHEIX
KOMIITIEKCOB MEKCeTeBOro SKpaHupoBaHus Ha rparuie JIBC, kiaccom ge HHXeE 4.

[loncucrema anammsa 3alIHIICHHOCTH
IToncucrema amanmza SallMINeHHOCTH, J0/DKHA 06eCeurnBaTs BELABJIEHUS
YA3BUMOCTEH, CBA3AHHBIX C OMUOKAMH B KoH¢urypanuu 110 MCIT/IH, kotopsre

[oxcucrema 00HAPYKEeHUS BTOpsKeHwj
Ioncucrema oOHapyxeHws BTOPXXEHHH, JI0OIKHA obecreunsars BEISBIICHHE
CCTEBBIX aTaKk Ha SIeMeHTH] HCTIIH HIIOOKIIOYEHHBIE K CeTsM ob1rero
TI0Nb30BaHuA U (1H) MEXYHapOIHOTO 0OMeHa.,
DYHKIHOHAT ToACHCTEME] MOXET OBITE peanmzopan IPOTPAMMHBIMH U
[IPOrpaMMHO-anmapaTHsiMu CPEACTBaAMH.

HOQCHCTGM& KPHITOI Qad)H‘IGCKOﬁ 3aIlIUTEI

HOI{CHCTGM& KpHHTOIp&(bH‘I@CKOfI 3alIUTEI IIpeHa3Hayeng HJIT UCKIIFOYEeHUS

HOe€pehayn 1o xamamam crssy CeTeH obINero momp3oBamusg H o (umwm)
MEXTyHapoJHOro obmMena.
Ioncucrema peammsyercs BHeIpeHus Kpunrorpaduueckux IPOrpaMMHO-
alIrapaTHeIX KOMILTEKCOR.,
S.Hoab3oBatenn HCIIIn

KaTeropuu mone3oBareneii. Ha OCHOBAHHM O5THX KaTerOPHH JOMKHA GpITL
LIDPOM3BECHA THIIM3AINS IoJb30Barenet MCII /Ty, OIPENCNICH MX ypOBeHb
AOCTyTIa ¥ BO3MOYKHOCTH,

B UCIIOu Vupasnenus KYJIBTYPOUH MOXHO BBIIEIHTE CJCYIOUIHE IPYIIIIEI
HOJb30BaTeNIeH, yyacTBYIOU MK B 00paboTke u XpaneHuw ITTx:
AIMUHKCTpaTOpa NCITg;
AIMHHHECTpaTOpa OesomacHocTH;
Oneparopa APM;

Hanrpre o TPyImax  mons30BaTensx, YPOBHE uX focryma u
HH(OPMHUPOBAHHOCTH AOJDKEH OBITh OTpakeH B Marpune nocryma II0JIB30BaTE e H
K 3alllNIIaeMBIM HHGbOPMAIIHOHHEIM pecypcam.
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AgMHHHCTQaTop HCIx

AIMUHHCTpaTOp HCIT/Tn, COTPYAHMK  VYipaBnenus KYJIBTYPOH,
OTBETCTBEHHBIN 33 HaCTpOMKY, BHeIpeHHe u cotposoxaerre  MCII /Ty,

KOHEYHOr0  monb30BaTey (Oneparopa APM) «k SJIEMEHTaM,  XPaHSIHM
[IEPCOHAJILHEIE [aHHEble,

HMEET IOCTYn ko Bcenm TEXHHYECKHUM CpencTBam 006paboTku UHQOpMaLH H
AauHbM UCTT/Tx;
obnamaer TpaBaMK  KOH(HUIYypUpoBaHms 1y aIMUHHCTPATUBHOL HacTPOHKHU
TeXHUYECKHUX CpencTs HCIITn.
AIMUHMCTpaTo 6e3omacHoCTH
AIIMI/IHHCTpaTOp GesomacHocTy, COIPYAHUK  VYupasnenus KYJIBTYpOii,
OTBETCTBEHHEBIH 33 DYHKLHOHUpPORAHKE C3I1On, Bxmoyay obcmykuBanme u

obiamaer mpasamy A,I[MI/IHI/ICTpa’I‘Opa HCIIIg;
obmagaer nmongoif MHpOpManueii 06 HCTI[Tx;
MMEET IOCTYII K CPesCTBAM 3amuTy HHbOpManuy u IIPOTOKOJTMPOBAHUS ¥ K yacTy
KJIFOYEBBIX 3JIeMEHTOR HUCIITx;
AIMHHECTpaTOp OesomacHocTH YIOJIHOMOYeH:
PCATH30BEIBATE TTONUTHKK OesomacHocTy B gacTy HacTporiku CK3U, mesxcerenprk

OCYIUECTBIATS aynuT cpemcTs 3aIHTEL;
Oneparop APM
Oreparop APM, COTPYNHUK VYupaBrienus KYJIBTYpOH,  ocyrecTsisromyumit
0bpaboTky Iy, Obpabotka ITJIy BKITFOYaeT: BO3MOXKHOCTE IpocMorpa I1/]H,
py4HoH BBOX [1/IH B cucremy HCIT)]g, dbopmupoBanue CIIpaBOK H OTYETOB II0
HHOpMaruwy, nomygennon us HCII], Oneparop ne umeer ITOJTHOMOYHH m1g
YTPaBIICHUA MOACHCTEMAMH 00paboTkM nanHbIX 1 C3I1/1x.

obmazaer  Beemu HE0OX0MUMEBIMH aTpubyTamu (Hampuwmep, napomem),
o0ecnieYuBarO MY AOCTYI K HEKOTOPOMY nonMHoxecTBY I1/]H;
pacnonaraer KoHpuneHIHANTEHEIVE AAHHBIMH, K KOTOPEIM HMeeT JOCTYII.
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6.TpeGoranus x TIEpCoOHaNy 1Mo oGecneyeHH 0 3a KL 1T

Bee corpynauxn Ynpasnenus KYJIBTYPOH, SIBISIOIIHECS IIOJTB30BATEISAMU
WCTITH, nomxasl yetko 3HATh M CTPOTO BEHIMTOJIHSTE YCTaHOBIICHHEIE TIpaBHiIa W
o0sA3aHHOCTH MO AOCTYIy K 3aliuiaeMbiM o6bexTam w COOJIOICHHIO TIPHHSTOrO
pexuMa O6e3onacHocTH IT]Tm.

Ilpu Berynmmenun s ACIDKHOCTE HOBOTO COTPYHHHKA HENIOCPENCTBEHHEIH
Ha9albHUK NO/pa3zesnens, B KOTOpoe oH mocTymaer, o6s3an OpPraHHM30BaTh ero
O3HaKOMJIEHHE C NOJDKHOCTHOM HHCTPYKIMEH W HeoOXOoIUMEIMU JAOKYyMEHTaMH,
PETTIAMEHTHPYIOIMMYU TpeGoBamms 1o samute I1/Tn, a taxke o0y4JeHHe HaBBIKaM
BBITONHEHHUs! IpoLieyp, HEOOXOIUMEBIX j1y1s CaHKIIHOHHPOBAHHOT'O HCIIOTB30BAHKS
HCTI/Ig.

Cotpynuuk AO/DKEH OBITH  03HAKOMIIEH CO CBeIeHUSIMH HacToAme
Homutuku, npunstex Hponenyp paboTsl ¢ snemMeHTaMy MCTIou u C3I1/n.

Cotpynauku Ynpasnenus KyJIbTYpOH, HCIIOJIB3YIOIIHE TeXHHYECKHe
cpeacTsa ayTeHTH(HUKaIUH, TTOJIKHEI obecnieyunaTy COXPaHHOCTH
HIICHTH()HKATOPOR (91meKTpOHHEIX KIIF04el) U He KomycKarts HCII k mumM, a tak sxe
BO3MOXHOCTE UX yTepu miu HCIIONB30BAHMS TpeThbUMH Jmiamu. IlonszoBatenn

obopynoBanus, OCTaBIEHHOro Ge3 [IPUCMOTpa, a Takke CROH 00513aHHOCTH 110
obecrieyeHno Takoii 3aIIHATHI.

Cotpynankam 3alIpCIAeTCA  yCTAHABIUBATE [IOCTOpoHHEE mHporpamMmuoe
obecneyenye, TIONKIIOYATE  JIHYHBIE MOGHILHELE YCTpOHCTBA H  HocHTeny

H/TH TEPMUHAIIBI C [IOMOIIBIO OJ10KMpPOBKY KIowoM Hm SKBHBAJICHTHOTO CPE/ICTBA
KOHTpOI, Hanpumep, moctymom ro [ApOJIIo, ecM He HCHOMB3yIOTCS Goree
CHIIbHBIE CPENCTBA 3AIHTEL.




Cotpynuuky o6s3amsr Ges [IPOMEIUIEHHS COO0INATE 060 Beex HabJr01aeMbrx
HIH TIONO3PUTENBHBIX CIyyasx pabotsr UCIT/]g, MOTYIIUX TIOBIEYSL 3a coBOoif
YTPO3Bl  Oe30macHoCTH I, a Tawke o BBIABIICHHBIX HMK COOBITHSX,

HomxnocTHDBIE o0s3aHHOCTH none3osaTeneid UCI qu

JomxHoCcTHEIe 00s13aHHOCTH MonmesoBatenesi  WCIE  ommcamn g
CIICAYIOUIMX TOKYMEHTAX:
Uncrpykius aAMUHUCTpaTopa MCIT) x;
Wucrpykius aIMHHUCTPATOpa 6e30MacHoCTH HCTI1x;
WucTpykims Homk3oBaresns MCITx;
WHeTpykuus momszosareng IIPH BOSHUKHOBEHUH BHEINTATHEX CHUTYAaIHii;

OtBercrBennocTs COTPYIHHKOB

B cootBercTBum co cr. 24 DenepansHoro 3akona Poccuiickoit Deneparuu

oT 27 mrons 2006 r. No 152-®3 «O [I€PCOHATIEHEIX AHHEBIXY JIA1la, BUHOBHEIE B

HetictByromee 3aKOHOIaTeNbeTBO PP 1o3poser HIPEIBABIATE TpeboBanms
o obecrievenuro  Gezomachoi PaboTel ¢  3ammmaemois HHQOpManmer
PENYCMATPUBAET OTBETCTBEHHOCTE 3a8 HapylIeHHWe YCTAHOBJIECHHEX IIPaBHII
SKCILTyaTanuy DBM y CHCTEM, HellpaBOMepHEIif AOCTYIT K HHGOpMaLMH, ecn 51i
NCHCTBUS MpuBeny Kk YHUYTOXEHHIO, O110KHpoBanwmIO, MOIHUDUKAITHH UHDOpMaI Iy
HIIH HApYIIEHUIO paboTer DBM UJIM CeTeH (cTatbu 272,273 i 274 YK P®).

AL[MHHHCTp&TOp UCIITH u dAMHHHCTPATOp  6e30macHOCTH HecyT
OTBETCTBEHHOCTH 33 Bce ACUCTBHS, COBEPIIEHHbIE OT HMEHH UX YYeTHEBIX 3aITuce]
WIK  CHCTEMHBIX  yyeTHpIx 3aluced,  ecnm  me MOKa3aH  (pakr
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7.CII-HCOK HCIIOJIb30BAHHBIX HCTOYHHKOB

OCHOBHLIMH HOpMaTHBHO-HpaBOBbIMH H MEeTOAHYeCKUMH
,E[OKYMEHT&MH, Ha KOTOpBIX 6a3npyeTcs1 HacTodAIan HOJIHTHK&, HABJIAKOTCS:

Desiepansupnii 3akon ot 27.07.2006 r. No 152-03 «O nepcoHamBHBIX
AQHHBIX» (masee — @3 «O TICPCOHATIBPHBIX  TaHHBIX»), YCTaHaBIUBAIOIIHH
OCHOBHBIE IPUHIMIIEL M yCIOBHS obpaboTku I1/[n, nipaBa, OOS3aHHOCTH §
OTBETCTBEHHOCTH YYaCTHHKOR OTHOIUEHHH, CBI3aHHEIX C obpaboTkoii IT][x.

«TpeboBanus x sammre TICPCOHATBHBIX JIAHHBIX TIpH mX obpaboTke B
HHQOPMAIIMOHHEIX  crcTemax [IEPCOHANBHBIX  [aHHBIXY, YTBEPXKIeHHOe
Ilocranosnenuenm Ipasurenscra PO o1 01 ] 1.2012 1. Ne 1119,

«Ilonoxxenne o6 OCOOCHHOCTSAX  06paGoTky LEPCOHANIBHBIX  MaHHEIX,
OCYILCCTBILIEMON §e3 HCHOMB30BAHMS CPCACTB aBTOMaTH3aIHmy, YTBEDPKIIEHHOE
IMocranosnennem IlpaBurenscrsa PO or 15.09.2008 r. No 687.

«Tpebosanus K MaTepHanbHBIM  HocHTessM OroMeTprYeckux
IIEPCOHANBHBIX  MaHHBIX W TCXHONIOTHAM  XpaHeHHS Takux JlaHHBIX BHE
MHQOPMAIIMOHHBIX  CHeTeMm TICPCOHATIBHBIX  JaHHBIXY, YTBEPXKIeHHEIe
Iocranosnenuenm Ilpasurenscrea PO ot 06.07.2008 r. No 512.

HOpMaTHBHO—METO,HH'-IeCKHe AOKYMEHTBI ~ Denepasuoit CIyx0nl 1o

BazoBas mopens YIpo3 6e3omnacHocTy TICPCOHANBHEIX NaHHBIX TIPH MX
obpaboTke B MHQOPMALMOHHEIX CHCTeMax [ICPCOHANILHEIX JAHHBIX, yTB. 3am.
Arpekropa @CTOK Poccru 15.02.08 1.

Meronuka onenxu YIpo3 6e3omacHocTn MH(OPMANKH, yTBepKIeHHAS
OCTDIK Poccun 5 eBpans 2021 roja.

Ipukasz ®CTOK Poccuu No 21 ot 18 derpans 2013 roga «O6 yTeepxnenun

CHCTEMaX NepPCOHANBHBIX TaHHBIXY.
Ipukas ®enepansoit CIIyx05l Ge3omacHocTn Poccuiickoii @enepanuu or
10 wmroms 2014 . N 378 «0O6 yIBepxknennn CoctaBa u COIepKaHus

Poccuiickoii Deneparyu TpeGoBanmii x SallliTe TCPCOHANbHEIX JAHHBIX s
K&KI0ro U3 ypoBHel 3aIuimenoc Ty,

3aMmecTutens HavaTbHMK, - Ha9albHUK OTaea
Pa3BUTHS HHPPACTPyKTypsI oTpaciu
Ynpasnenus KYJIBTYypBI TOpoza POCTOBa—Ha—ﬂOH}f N.A. Bogsanuk




